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MEMORANDUM Office of the President
FP.O. Box 443151
Maoscow, Idaho 83844-3151

TO: All UI Faculty and Staff Sl Sl
o . . . |
FROM: Tim White, Pres:dc%/ éL) % M/\')

Doug Baker, Provost and Executive Vice Presid

Lloyd Mues, Vice President for Finance and Admini C%%

DATE: January 22, 2007

SUBJECT: Implementation of Computer Security and Use Policies —Requires
Your Participation

It is necessary to implement new policies and practices to improve computer
security throughout the fabric of the University of Idaho. To do so successfully
will require your cooperation, compliance and participation in some of the action
steps described in this memorandum.

We all recognize the vital role information plays in the University’s educational,
research, operational, extension and advancement missions. Additionally, we all
understand that secure computing systems are critical. On a daily basis, our
information technology managers and administrators work to protect our data
and systems from a variety of threats. Each year, our information systems
employees thwart more than a million computer virus attacks. The sophistication
of these attacks is increasing. In addition, our computer systems remain
susceptible to physical theft. The consequences of electronic attacks and other
security threats to our computing systems can greatly impact our ability to serve
our students, conduct research, perform day-to-day business, maintain our
reputation and enjoy the confidence of our supporters.

Due to the serious nature of past, present and future threats to our computing
systems, we are immediately amending the current University of Idaho
Computer Use Policy (attached) and implementing the following four
(4) computer security policies. Each of these documents are being added to
the Administrative Procedures Manual (APM) and may be viewed at
http://www.uihome.uidaho.edu/default.aspx?pid=84815

1) APM 30.13 - Networked Computing Device Standards
2) APM 30.14 - Proactive Network Security Measure

3) APM 30.15 - Password Standards ;

4) APM 30.16 - Managing Systems for Employee Turnover

The amendment to the Computer Use Policy will make it clear that all ‘sensitive
personal information’ (defined below) used by employees in the course of their
work shall be stored only on secure network drives and that no employee may
store such personal information on hard drives, absent specific approval
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